Recovery of AOL Personal Filing Cabinet Email Messages
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nal Recovery Module (included with Blade® Professional) has the ability to recover live and deleted email messages (including attachments) directly from:

® Forensic images (such as an Encase® e01 compressed images, dd, segmented and AFF)
® Physical disks and volumes
® AOL PFC (Personal Filing Cabinet) file

The output from the software allows the forensic investigator to identify the exact location the data was recovered from.

History

The carving engine for this Professional Module was originally released in the Digital Detective product EMLXtract. When this software was released to
law enforcement practitioners in 2004, it was the first forensic tool to recover AOL email messages from an image or physical/logical device. When
compared against other tools, this software recovered more email messages than any other. It works particularly well against corrupted data when many
other tools fail to recover anything at all. This professional module uses our Intelli-Carve® technology to piece different parts of the message back
together again and validates the data in the process. The software also has the ability of recovering inline image attachments. It is particularly good at
recovering isolated email messages from unallocated clusters and other areas where deleted messages may reside.

AOL Email Messages

AOL email messages contain many different elements such as compressed and non-contiguous data blocks; as the data is compressed, traditional
keyword searching will fail.

Embedded attachments can be split and have to be stitched back together. When this module was originally designed, the goal was not to recover live
and deleted email messages from a Personal Filing Cabinet, but to be able to recover emails from a disk image. This functionality was originally released
to Police Forces all around the world as a tool called EMLXtract. The following video shows the extraction and examination of AOL email messages from a
segmented disk image:

Output from Blade

As the original AOL email data is in a bespoke format designed to be viewed inside the AOL software, Blade recovers each message and creates a
representation of the original email message is HTML format. The file can then be viewed (including any embedded image) with a standard browser.

! Please note: Blade does not recreate the email in AOL PFC format, so you cannot view the recovered messages within the AOL client. Figure 1 below
shows the output from a single AOL message.


https://kb.digital-detective.net/display/Blade/Intelli-Carve+Profiles
http://en.wikipedia.org/wiki/HTML
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Extracted AOL Email Message (Received)
From: craig.wilson@digital-detective.co.uk
To: victorbushell@aol.com
Reply-To: craig.wilson@digital-detective.co.uk
Original-To: victorbushell@aol.com
Date: 24/05/2007 10:15:05 GMT Daylight Time (Thu, 24 May 2007 09:15:05 UTC)
Subject: Example Message

Return-Path:

Received: from rly-ybOS5.mx.aol.com (rly-yb05.mail.acl.com [172.18.205.137]) by air-
yb0l.mail.aocl.com (v115.11) with ESMTP id MATLINYB12-19f4655577948; Thu, 24 May 2007 05:15:04 -
0400

Received: from hotmail-out.livemail.co.uk (hotmail-out.livemail.co.uk [213.171.216.146]) by rly-
vbe05.mx.aol.com (v115.11) with ESMTP id MATLRELAYINYBS55-19f4655577948; Thu, 24 May 2007 05:14:34 -
0400

Received: from Postfix filter f6c64447170d40e90d5d56c4cfcdasd (mailhot2.fasthosts.co.uk
[127.0.0.17)

by hotmail-cut.livemail.co.uk (Postfix) with SMIP id AS3D42FCOSA

for ; Thu, 24 May 2007 10:14:33 +0100 (B5T)

Received: from smtp-out-50.livemail.co.uk (smtp-out-50.livemail.co.uk [213.171.216.50])

by hotmail-cut.livemail.co.uk (Postfix) with ESMTP id TESD42FCOS5R

for ; Thu, 24 May 2007 10:14:33 +0100 (BST)

Received: from digital ({(unknown [82.2.125.251])

by smtp-out-54.livemail.co.uk (Postfix) with ESMIP id 3D37C18777E

for ; Thu, 24 May 2007 10:14:2&6 +0100 (BS5ST)

Figure 1

To recover data directly from a hard disk, please follow the instructions in the Blade Quick Start Guide.



https://kb.digital-detective.net/display/Blade/Quick+Start

	Recovery of AOL Personal Filing Cabinet Email Messages

