Supported Browsers

For NetAnalysis supported browsers, see here:

® NetAnalysis Supported Browsers

We have added support for the latest browsers. This is the current list of supported browsers and artefacts in HstEx:

Apple Safari v3 - 17

History Entries (XML Plist)

History Files (Binary Plist)

History Item Entries

History Visit Entries

Download Entries (XML Plist)

Download Files (Binary Plist)

Cookie Entries (XML Plist)

Cache Entries

Top Sites Files (Binary Plist)

Recently Closed Tab Files (Binary Plist)

Last Session Files (Binary Plist)

Bookmarks Files (Binary Plist)

Reading List Files (Binary Plist)

Search Descriptions Files (Binary Plist)

User Notification Permissions Files (Binary Plist)
Remote Notifications Permissions Files (Binary Plist)
Tab Entries

State Tab Entries (i0S)

Cloud Tab Entries

Cloud Tab Device Entries

Google Chrome v1 - 123

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Offline Pages Entries (Android)
Quota Usage Entries

Microsoft Edge Legacy v20 - 44

All History, Cache and Cookie Entries
Reading List Entries

Travel Log Entries

Recovery Store, Tab Session

Top Site Entries

Favorite Entries


https://kb.digital-detective.net/display/NetAnalysis/Supported+Browsers
https://kb.digital-detective.net/display/BF/Apple+Safari
https://kb.digital-detective.net/display/BF/Google+Chrome
https://kb.digital-detective.net/display/BF/Microsoft+Edge+Legacy

® Cookie Entries

Microsoft Edge v41 - 123

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Offline Pages Entries (Android)
Collections Entries

Quota Usage Entries
Navigation History Entries

Mozilla Firefox vl - 124

History Entries

History Entries (Android)
History Entries (i0S)
Cookie Entries

Cache v1 Entries

Cache v2 Entries

WebKit Cache Entries (i0S)
Form History Entries
Bookmark Entries
Bookmark Entries (Android)
Bookmark Entries (i0S)
SignOns Entries

Logins Entries (Mobile)
Search History Entries (Android)
Tab Entries (Android)
Permission Entries

Opera v2 - 108

History Entries

History Entries (i0S)

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Quota Usage Entries

360 Browser v7

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Quota Usage Entries


https://kb.digital-detective.net/display/BF/Microsoft+Edge
https://kb.digital-detective.net/display/BF/Mozilla+Firefox
https://kb.digital-detective.net/display/BF/Opera
https://kb.digital-detective.net/display/BF/360+Browser

360 Security Browser v6 - 13

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

Keyword Search Term Entries
Autofill Entries

Login Data Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Quota Usage Entries

360 Speed Browser v4 - 13

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Quota Usage Entries

7 Star Browser vl - 2

History Entries
Download Entries
Cookie Entries
Cache Entries
Simple Cache Entries
Keyword Search Term Entries
Autofill Entries

Login Data Entries
Login Stats Entries
Shortcut Entries
Quota Usage Entries

AOL Desktop Browser v9

® Cookie Entries
® Cache Entries
® Quota Usage Entries

Avast Secure Browser vO - 120

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Quota Usage Entries


https://kb.digital-detective.net/display/BF/360+Security+Browser
https://kb.digital-detective.net/display/BF/360+Speed+%28Extreme%29+Browser
https://kb.digital-detective.net/display/BF/7+Star+Browser
https://kb.digital-detective.net/display/BF/AOL+Desktop+Browser
https://kb.digital-detective.net/display/BF/Avast+Secure+Browser

AVG Secure Browser v4 - 120

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Quota Usage Entries

Basilisk v2017.11.12 - 2022.01.17

History Entries
Cookie Entries
Cache v2 Entries
Form History Entries
Bookmark Entries
Permission Entries

Blisk vO - 17

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Quota Usage Entries

Brave vO - 1

History Entries

History Entries (i0OS)

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Brave Rewards Entries

Media History Playback Session Entries
Media History Playback Entries
Offline Pages Entries (Android)
Quota Usage Entries

CCleaner Browser v75 - 120

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries
Keyword Search Term Entries
Autofill Entries


https://kb.digital-detective.net/display/BF/AVG+Secure+Browser
https://kb.digital-detective.net/display/BF/Basilisk
https://kb.digital-detective.net/display/BF/Blisk
https://kb.digital-detective.net/display/BF/Brave
https://kb.digital-detective.net/display/BF/CCleaner+Browser

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries

Quota Usage Entries

Chromium vl - 123

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Offline Pages Entries (Android)
Quota Usage Entries

CcCcv26-126

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Offline Pages Entries (Android)
Quota Usage Entries

Comodo Chromodo v36 - 52

History Entries
Download Entries
Cookie Entries
Cache Entries
Simple Cache Entries
Keyword Search Term Entries
Autofill Entries

Login Data Entries
Login Stats Entries
Shortcut Entries
Quota Usage Entries

Comodo Dragon v4 - 121

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Quota Usage Entries


https://kb.digital-detective.net/display/BF/Chromium+Browser
https://kb.digital-detective.net/pages/viewpage.action?pageId=38043657
https://kb.digital-detective.net/display/BF/Comodo+Chromodo
https://kb.digital-detective.net/display/BF/Comodo+Dragon

Comodo IceDragon v13 - 65

History Entries
Cookie Entries
Cache v1 Entries
Cache v2 Entries
Form History Entries
Bookmark Entries
Permission Entries

CoolNovo vl -2

History Entries

Download Entries

Cookie Entries

Cache Entries

Keyword Search Term Entries
Autofill Entries

Login Data Entries

Shortcut Entries

Cyberfox v17 - 52

History Entries
Cookie Entries
Cache v1 Entries
Cache v2 Entries
Form History Entries
Bookmark Entries
Permission Entries

Dissenter Browser vO - 1

History Entries
Download Entries
Cookie Entries
Cache Entries
Simple Cache Entries
Keyword Search Term Entries
Autofill Entries

Login Data Entries
Login Stats Entries
Shortcut Entries
Quota Usage Entries

Dolphin Browser vl - 12

® Cookie Entries

® Cache Entries

® Simple Cache Entries

® Webkit Cache Entries (i0S)
® Quota Usage Entries

Epic Privacy Browser vl - 120

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Offline Pages Entries (Android)


https://kb.digital-detective.net/display/BF/Comodo+IceDragon
https://kb.digital-detective.net/display/BF/CoolNovo
https://kb.digital-detective.net/display/BF/Cyberfox
https://kb.digital-detective.net/display/BF/Dissenter+Browser
https://kb.digital-detective.net/display/BF/Dolphin+Browser
https://kb.digital-detective.net/display/BF/Epic+Privacy+Browser

® Quota Usage Entries

Flock vl - 2

® Cache Entries

Flock v3

History Entries

Cache Entries

Keyword Search Term Entries
Autofill Entries

Login Data Entries

lceCat vl - 60

History Entries

History Entries (Android)
Cookie Entries

Cache v1 Entries

Cache v2 Entries

Form History Entries
Bookmark Entries
Bookmark entries (Android)
Search History Entries (Android)
Tab Entries (Android)
Permission Entries

K-Meleon vl - 76

History Entries
Cookie Entries
Cache v1 Entries
Cache v2 Entries
Form History Entries

Maxthon v4 - 7

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (Apple)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Quota Usage Entries

Mi Browser v1 - 13

Cookie Entries
Simple Cache Entries
Autofill Entries

Login Data Entries
Login Stats Entries
Quota Usage Entries

Microsoft Internet Explorer v5 - 9

® All History, Cache and Cookie Entries


https://kb.digital-detective.net/display/BF/Flock
https://kb.digital-detective.net/display/BF/Flock
https://kb.digital-detective.net/display/BF/IceCat
https://kb.digital-detective.net/display/BF/K-Meleon
https://kb.digital-detective.net/display/BF/Maxthon
https://kb.digital-detective.net/display/BF/Mi+Browser
https://kb.digital-detective.net/display/BF/Internet+Explorer

® Travel Log Entries (v8+)
® Recovery Store, Tab Session (v8+)

Microsoft Internet Explorer v10 - 11

® All History, Cache and Cookie Entries
® Travel Log Entries
® Recovery Store, Tab Session and Roaming Tab Session

Microsoft Internet Explorer XBOX

® All History, Cache and Cookie Entries

Min Browser vO - 1

Cookie Entries
Cache Entries
Simple Cache Entries

L]
L]
L]
® Quota Usage Entries

Mint Browser v1 - 3

® Cookie Entries
® Simple Cache Entries
® Quota Usage Entries

Naver Whale vO - 3

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Offline Pages Entries (Android)
Quota Usage Entries

Netscape v6 - 9

® Cache Entries

Opera Crypto Browser vO - 107

History Entries

History Entries (i0OS)
Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries
WebKit Cache entries (i0OS)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries
Shortcut Entries

Quota Usage Entries


https://kb.digital-detective.net/display/BF/Internet+Explorer
https://kb.digital-detective.net/display/BF/Internet+Explorer
https://kb.digital-detective.net/display/BF/Min+Browser
https://kb.digital-detective.net/display/BF/Mint+Browser
https://kb.digital-detective.net/display/BF/Naver+Whale
https://kb.digital-detective.net/display/BF/Netscape

Opera GX vl - 107

History Entries

History Entries (i0OS)

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Quota Usage Entries

Opera Mini v5 - 78

Cookie Entries

Cache Entries

Simple Cache Entries
WebKit Cache Entries (i0S)
Quota Usage Entries

Opera Neon vl

History Entries
Download Entries
Cookie Entries
Cache Entries
Simple Cache Entries
Keyword Search Term Entries
Autofill Entries

Login Data Entries
Login Stats Entries
Shortcut Entries
Quota Usage Entries

Opera Presto v4 - 12

Typed History Entries
Search Field History Entries

Opera Touch vl -2

Cookie Entries
Simple Cache Entries
Quota Usage Entries

Pale Moon v3 - 32

History Entries

History Entries (Android)
Cookie Entries

Cache v1 Entries

Cache v2 Entries

Form History Entries
Bookmark Entries
Bookmark Entries (Android)
SignOns Entries
Permission Entries

QQ Browser vl - 14


https://kb.digital-detective.net/display/BF/Opera+GX
https://kb.digital-detective.net/display/BF/Opera+Mini
https://kb.digital-detective.net/display/BF/Opera+Neon
https://kb.digital-detective.net/display/BF/Opera
https://kb.digital-detective.net/display/BF/Opera+Touch
https://kb.digital-detective.net/display/BF/Pale+Moon
https://kb.digital-detective.net/display/BF/QQ+Browser

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (Apple)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Quota Usage Entries

SalamWeb vl - 4

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Offline Pages Entries (Android)
Quota Usage Entries

Samsung Internet vl - 24

History Entries
Download Entries
Cookie Entries
Simple Cache Entries
Keyword Search Term Entries
Autofill Entries

Login Data Entries
Login Stats Entries
Shortcut Entries
Offline Pages Entries
Quota Usage Entries

SeaMonkey vl - 2

History Entries
Cookie Entries
Cache v1 Entries
Cache v2 Entries
Form History Entries
Bookmark Entries
Permission Entries

Sleipnirv3 - 6

History Entries

History Entries (Binary Plist)
Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (Apple)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Quota Usage Entries

Internet Explorer v5 - 9 Mode Data
Internet Explorer v10 - 11 Mode Data


https://kb.digital-detective.net/display/BF/SalamWeb
https://kb.digital-detective.net/display/BF/Samsung+Internet
https://kb.digital-detective.net/display/BF/SeaMonkey
https://kb.digital-detective.net/display/BF/Sleipnir

SRWare Iron vl - 120

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Offline Pages Entries (Android)
Quota Usage Entries

Titan Browser v1 - 33

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Shortcut Entries

Quota Usage Entries

Torch vl - 69

History Entries

Accelerated Download Entries
Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Quota Usage Entries

UC Browser v4 - 13

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries
WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries
Shortcut Entries

Quota Usage Entries

Vivaldi vl - 6

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (macOS)
Keyword Search Term Entries
Autofill Entries


https://kb.digital-detective.net/display/BF/SRWare+Iron
https://kb.digital-detective.net/display/BF/Titan+Browser
https://kb.digital-detective.net/display/BF/Torch
https://kb.digital-detective.net/display/BF/UC+Browser
https://kb.digital-detective.net/display/BF/Vivaldi

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries

Offline Pages Entries (Android)

Quota Usage Entries

Waterfox v4 - G5

History Entries

History Entries (Android)
Cookie Entries

Cache v1 Entries

Cache v2 Entries

Form History Entries
Bookmark Entries
Bookmark Entries (Android)
Search History Entries (Android)
Tab Entries (Android)
Permission Entries

Wyzo v3

® Cookie Entries
® Cache Entries

Yandex vl - 24

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Autofill Data Entries

Credit Card Entries

Media History Playback Session Entries
Media History Playback Entries
Offline Pages Entries (Android)
Quota Usage Entries

Other Chromium Based Browsers

History Entries

Download Entries

Cookie Entries

Cache Entries

Simple Cache Entries

WebKit Cache Entries (i0S)
Keyword Search Term Entries
Autofill Entries

Login Data Entries

Login Stats Entries

Shortcut Entries

Media History Playback Session Entries
Media History Playback Entries
Offline Pages Entries (Android)
Quota Usage Entries

Other Mozilla Based Browsers

® History Entries
® History Entries (Android)


https://kb.digital-detective.net/display/BF/Waterfox
https://kb.digital-detective.net/display/BF/Wyzo
https://kb.digital-detective.net/display/BF/Yandex

History Entries (i0OS)
Cookie Entries

Cache v1 Entries

Cache v2 Entries

WebKit Cache Entries (i0S)
Form History Entries
Bookmark Entries
Bookmark Entries (Android)
Bookmark Entries (i0S)
SignOns Entries

Logins Entries (Mobile)
Search History Entries (Android)
Tab Entries (Android)
Permission Entries

Other Artefacts

® Microsoft Windows Zone Identifier Entries


https://www.digital-detective.net/forensic-analysis-of-zone-identifier-stream/
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